PROTECTED HEALTH INFORMATION (PHI) APB 2016-002

APL 68D-082 lofl MITIGATION PROCEDURE 1-1-2016

PURPOSE

To establish policy and procedure to mitigate harmful effects of
inappropriate disclosures of protected health information.

Mitigation

All Covered MDHHS agencies must take all practicable steps to
mitigate the harmful effects of a confirmed inappropriate use or
disclosure. The type of mitigation that occurs will be based on the
facts and circumstances of each case based on the following
factors:

e Knowledge of where the information has been disclosed.

e How the information might be used to cause harm to the
individual or another individual.

e What steps can actually have a mitigating effect under the facts
and circumstances of any specific situation.

Investigation

Covered MDHHS agencies must investigate the cause of the
inappropriate use and/or disclosure and take corrective actions to
prevent such uses and/or disclosures from re-occurring.

The actions taken will be documented and forwarded to the privacy
office.

Notify Privacy Office

Covered MDHHS Agencies should notify the privacy official of
inappropriate uses and disclosures, the mitigation efforts and the
results of the investigation. The privacy official will assist with the
investigation and provide advice regarding mitigation efforts if
requested to do so. If legal action is threatened, or is a distinct
possibility, legal counsel must be notified.

REFERENCES

45 CFR 164.530(f)
CONTACT

For more information contact the Bureau of Legal Affairs.
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